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1.

What is your position within the company?
a. Full time employee
b. Part time employee
c. Contractor
d. Student
e. Other

2.

Do we have a security team?
a. Yes, we have a company security team.
b. No, we do not have a company security team.
c. I do not know.

3.

Do you know who to contact in case you are hacked or if your computer is infected?
a. Yes, I know who to contact.
b. No, I do not know who to contact.

4.

Do you know how to tell if your computer is hacked or infected?
a. Yes, I know what to look for to see if my computer is hacked or infected.
b. No, I do not know what to look for to see if my computer is hacked or infected.

5.

If you format a hard drive or erase the files on it all the information on it is permanently lost.
a. True
b. False

6.

How secure do you feel your personal work computer is?
a. Very secure
b. Secure
c. Not secure

7.

How secure do you feel the unclassified systems you administer are?
a. Very secure
b. Secure
c. Not Secure

8.

How secure do you feel the classified systems you administer are?
a. Very secure
b. Secure
c. Not Secure

9.

Is the firewall on each of your personal work computers enabled?
a. Yes, it is enabled.
b. No, it is not enabled.
c. I do not know what a firewall is.
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10.

How careful are you when you open an attachment in email?
a. I always make sure it is from a person I know and I am expecting the email.
b. As long as I know the person or company that sent me the attachment I open it.
c. There is nothing wrong with opening attachments.

11.

Have you recently detected a possible phishing attack is?
a. Yes.
b. No.

12.

My computer has no value to hackers, they do not target me.
a. True
b. False

13.

Have you downloaded and installed software on your computer at work?
a. Yes I have.
b. No I have not.

14.

Which platforms do you manually scan downloaded software for viruses?
a. Windows.
b. Unix/Linux.
c. Mac.
d. Never, my computer takes care of it for me.

15.

Do you know how to baseline a system?
a. Yes.
b. No.
c. Unsure.

16.

In looking at a mainboard/motherboard, would you be able to detect a foreign spying device?
a. Yes.
b. No.
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