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Source Destination System Destination Port Action 
any Modsecurity TCP 443 Allow 
Modsecurity Apache TCP 80 Allow 
Apache MYSQL TCP 3306 Allow 
internal_network Syslog-ng Server TCP/UDP 514 Allow 
any Any any Deny 
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alert ip any any -> any any (msg:”Canary Cookie 1”;  content:"C is for 
Cookie, and thats good enough for me"; rev:1) 
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alert tcp $HOME_NET any -> $EXTERNAL_NET any (msg:" Credit Card 
number!"; flow: from_server,established; pcre:"/(60 11|5[1-
5]\d{2}|4\d{3}|3\d{3}) \d{4} \d{4} \d{4}/i"; rev:1; ) 
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# echo “C is for Cookie, and thats good enough for me”| 
/usr/local/bin/sigtool --hex-dump 

4320697320666f7220436f6f6b69652c20616e6420746861747 320676f6f64206
56e6f75676820666f72206d650a 
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CanaryCookie1:0:*:4320697320666f7220436f6f6b69652c2 0616e642074686
1747320676f6f6420656e6f75676820666f72206d650a JJ 
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find . -type f -exec egrep 'C is for Cookie, and th ats good 
enough for me' {} \; 
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find . -type f -exec egrep 'GIAC Enterprises 
(HIPAA|HR|(Business|Technical) Proprietary)' {} \; �

find . -type f -exec egrep ' (6011|5[1-5]\d{2}|4\d{3}|3\d{3}) \d{4} 
\d{4} \d{4}/ ' {} \;  
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