Example Summary Matrix of the internal IDS sensor alerts for the month of August 2004 (edited for length since this report is usually 7 legal sized pages long)

Total Nachi Worm Bagle
Total High | Total Medium | Total Low Informational | ICMP Network | ICMP Echo TCP SYN |TCP SYN Host] Virus |[Ftp Priviledged
Date Total Alerts Alerts Alerts Alerts Alerts Sweep w/Echo Request Port Sweep Sweep Activity Login
8/1/05 28,352 650 975 3,615 23,112 443 3 353 15,346 8 1
8/2/05 30,784 1,448 1,097 6,683 21,556 592 3 1 8,566 3 0
8/3/05 29,621 3,454 1,617 7,417 17,133 920 14 356 11,614 17 6
8/4/05 80,796 4,603 23,889 18,941 33,363 1,807 15 356 17,388 16 5
8/5/05 54,135 4,587 500 18,073 30,975 1,195 26 357 16,059 12 5
8/6/05 44,257 3,957 1,025 17,041 22,234 1,007 23 366 15,321 9 13
8/7/05 44,257 3,957 1,025 17,041 22,234 1,007 23 366 15,321 9 13
8/8/05 22,706 1,231 1,171 3,500 16,804 480 25 369 14,989 10 1
8/9/05 49,433 4,040 2,041 19,497 23,855 1,165 28 366 17,566 12 7
8/10/05 60,603 4,132 3,347 19,973 33,151 1,144 16 718 15,502 7 13
8/11/05 15,404 580 1,048 2,985 10,791 147 4 415 4,508 1 0
Windows
ADMINS Windows Startup
hidden share] User Share Folder Windows HTTP FTP KaZaA v2
access Enumeratio] Enumeration Remote Windows RPC SMB/RPC Nmap UDP CONNECT | Authorization JUDP Client] BitTorrent
Date attempt n (SMB) (SMB) Access DCOM Overflow NoOp Sled Port Sweep Tunnel Failure Probe Client Activity
8/1/05 98 24 7,734 0 0 0 483 0 0 0 0
8/2/05 133 262 12,348 0 1 0 722 0 2 0 0
8/3/05 13 322 4,650 2 8 19 2,563 0 14 0 0
8/4/05 150 614 14,526 2 2 0 1,907 1 14 8 286
8/5/05 206 592 13,683 2 1 0 2,441 2 21 14 26
8/6/05 240 553 5,265 2 0 1 2,240 3 16 28 56
8/7/05 240 553 5,265 2 0 1 2,240 3 16 28 56
8/8/05 110 2 1,401 2 0 0 745 0 0 0 0
8/9/05 245 373 4,754 10 0 0 2,253 0 29 20 0
8/10/05 99 547 16,096 2 0 0 2,304 0 8 0 0
8/11/05 109 28 6,086 2 0 0 315 0 1 0 0




Unix Password
File Access Windows
Attempt Guest Login
0 0
0 15
192 15
0 16
0 14
0 11
0 11
0 0
0 6
0 11
0 0
Yahoo Gator
Messenger Spyware
Activity Beacon
2,478 0
4,401 22
4,185 36
13,551 167
13,234 40
12,660 44
12,660 44
2,046 0
14,277 14
15,346 67
1,929 7




